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1. 1S YOUR USE OF PRIVILEGED ACCOUNTS
MONITORED?

UK % us %
Yes 164 67% 78 78%
No 73 30% 22 22%
Don't Know 8 3% 0 0%
Grand Total 245 100% 100 100%

2. D0 YOU THINK YOUR EMPLOYER HAS THE
RIGHT TO MONITOR YOUR USE OF PRIVILEGED
ACCOUNTS?

UK % us %
Yes 214 87% 90 90%
No 31 13% 10 10%
Grand Total 245 100% 100 100%

3. CAN YOU GET AROUND ANY CONTROLS THAT
HAVE BEEN PUT IN PLACE TO MONITOR YOUR
PRIVILEGED ACCESS?

UK % us %
Yes 137 56% 74 74%
No 105 43% 26 26%
Don't Know 3 1% 0

Grand Total 245 100% 100 100%

4. HAVE YOU EVER ACCESSED INFORMATION ON
A SYSTEM THAT WAS NOT RELEVANT TO YOUR
ROLE?

UK % us %
Yes 157 64% 74 74%
No 83 34% 26 26%
Don't Know 5) 2%
Grand Total 245 100% 100 100%

5. HAVE YOU OR ANY OF YOUR COLLEAGUES USED
THE ADMIN PASSWORD TO GET AT INFORMATION
THAT IS OTHERWISE CONFIDENTIAL OR SENSITIVE?

UK % us %
Yes 100 41% 38 40%
No 143 59% 56 60%
Grand Total 243 100% 94 100%
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6. WHICH DEPARTMENT DO YOU THINK IS MORE 8. DO YOU HAVE SYSTEMS IN PLACE TO ALLOW
LIKELY TO SNOOP AROUND THE NETWORK AND YOU TO SEND LARGE OR SENSITIVE FILES?
LOOK AT CONFIDENTIAL INFORMATION?
UK % us %
UK % us % Yes 199 81% 78 78%
Accountants 15 5% 2 2% No 20 16% 16 16%
Managers 16 6% 6 5% Don't Know 6 2% 6 6%
Secretaries 30 10% o 8% Grand Total 245 100% 100 100%
aoei[udbers 10 3% ! 1%
Marketing 11 4% 6 5%
IF YES, WHAT?
HR 30 10% 13 12%
UK % USA %
IT 154 54% 63 56%
Email 31 8% 6 5%
Sales 17 6% 7 6%
Secure 92 24% 40 33%
Other 4 1% 6 5%
Courier 37 10% 5 4%
Total 287 100% 113 100%
Postal 26 7% 8 7%
No 143 59% 56 60%
FTP 132 35% 43 36%
Grand Total 243 100% 94 100%
Web based 49 13% 13 11%
Other 11 3% 6 5%
7. HAVE YOU HAD ANY CASES OF INSIDER . e o0 . o0
SABOTAGE OR IT SECURITY FRAUD CONDUCTED AT
YOUR WORKPLACE?
UK % US % 9. DO YOU SUSPECT THAT YOUR COMPETITORS
HAVE EVER RECEIVED ANY OF YOUR COMPANY’S
Yes %8 24 + % HIGHLY SENSITIVE INFORMATION OR
“ - st o ciot INTELLECTUAL PROPERTY?
Don’t Know 5 2% 1 1% UK % us %
Grand Total 245 100% 100 100% Yes 8 33% 29 39%
No 153 62% 61 61%
Don’t Know 10 4% 0

Grand Total 245 100% 100 100%
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IF YES, HOW? 10. IF YOU WERE TOLD THAT YOU WERE GOING TO
BE FIRED TOMORROW, IF ANYTHING WHAT WOULD
o, [¢)
UK 70 USA % YOU TAKE WITH YOU?
Hacked o o,
(internal) 4 Sz 4 %o UK % USA %
Hacked o o o o
(internal) 14 10% 5 10% Database 64 16% 17 16%
Industrial . . CEO 25 6% 2 2%
Espionage ° 4% 4 8% Password
Email server
Ex- 54 40% 15 29%, admin 25 6% 2 2%
employee account
Human 33 24% 19 37% R&D Plans 30 8% 4 4%
error
Lost mobile Financial 32 8% 2 2%
device/ 17 13% 1 2% reports
laptop
M&A Plans 27 7% 3 3%
Outsourcers 7 5% 3 6%
Priviledged
Password 28 7% 3 3%
Other 1 1% 0% list
Nothing 118 30% 70 64%
Total 136 100% 51 1
Other 43 11% 6 6%
Total 392 100% 109 100%
WHAT DID THEY TAKE?
UK % USA %

11. BY CENTRALLY STORING AND EXCHANGING
Database 21 26% 10 26% DATA SECURELY, WHAT DO YOU THINK IS THE
SINGLE BIGGEST BENEFIT?

CEO Password 12 15% 1 3%
Emall server 2 2% 0 0% UK % USA %
admin account
Business o o

R&D Plans 7 9% 9 23% Continuity 69 26% 16 13%
Finaimeal . . Meet Compliance 30 11% 24 19%
reports 6 7% 3 8% Needs
M&A Plans 3 4% 1 3% Audit Trail 44 17% 32 25%
Priviledged . . Manage peoples 29 11% 14 11%
Password list . 5% 1 3% privileges

. 5 o Information o o
Nothing 0 0% 6 15% doesnt get lost 41 16% 18 14%
Don't Know 19 23% 0 0% Easy to manage 50 19% 21 16%
Other 8 10% 8 21% Other 0 0% 3 2%
Total 82 100% 39 100% Total 263 100% 128 100%
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